NCR / End of Sale and Support Announcement

NCR Payment Gateway (Connected Payments)

Product Bulletin

July 29, 2022

Hardware End of Sale & Support Announcement

Notice

The PCl Security Standards Councilhas published expiration dates for devices with PCI 2.0 - PCI 5.0 certification.
Products with expired PClapprovals are noteligible for newsale or newdeployments other than repairand
replacementof like products. Hardware purchased and deployedbefore PCl Approval Expiration Dates will remain
compliantand continue to be maintained by NCR through the dates below. Products with expired PClapprovals may
remaininthefield and areeligible for Delta testing or Delta evaluations provided no security vulnerabilities or exploits
are identified by the processors. Checkwith your acquirer/payment processor and Qualified Security Assessor (QSA) for
anysunsetdates.

NCR has certified the PCI 5.x compliantdevices from Equinox, Verifone, and Ingenico. The Equinox LUXE devices are
currentlyreleased in General Availability. Verifone Engage and Ingenico LANE are in a controlled deployment status.
Checkwith your POS (Pointof Sale) Provider on which devices are available for usein your establishment.

What do these dates mean to me?

After End of Sale

e Oncethe EndofSaleis announced enhancements of that device will end.
e Releasesfordeviceswill be for critical defectfixes.

After End of Support

NCRwill nolonger provide issue fixes or security updates for the software release or device.
NCR software engineering will no longer investigate issues reportedfor the software release.
NCRwill nolonger have QA (Quality Assurance) devices with newversions of software release.
Customerswill need to update to a newer release to supportnewer devices.

How to upgrade to a newer device
Pleasereach outto your Channel Partner or Account Manager to begin working on movingto a PCI5 device.
Have any questions?

Pleasereach outtoyour Channel Partner or AccountManager for more information. In addition, you can
Supportat ConnectedPayments.Support@ncr.com

@DNCR



mailto:ConnectedPayments.Support@ncr.com
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PCI PTS Expiration Dates (For reference)

PCI PTS Version PCl Approval ExpirationDate

PCl2.x April 30, 2017
PCI3.x April 30, 2021- Originally April 30, 2020
PCl4.x April 30, 2023
PClI5.x April 30, 2026
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Verifone Payment Terminal End of Support Dates

Verifonewill notissue software updates or provide developmentsupport after PCIPTS expiration dates*

* Verifonewill continue to provide error corrections for Severity 1 (Critical) software errors, including security
vulnerabilities until posted End of Support date.

- In theevent of a compliance mandate issued by PCl/payment card brands, Verifone willwork to agree on
developmentsupportto address the compliance mandate, subjectto appropriate compensation andas documented in
a statementofwork.

PCI PTS End of Sale Verifone NPG
Version End of Hardware End of Support
Support

Mx760 Mx 860 2.X April 30, 2017 April 30, 2020* April 30, 2021*
Mx830 Mx870
Mx850
Vx820 3.x April 30, 2020 April 30, 2023* April 30, 2023*
MX915/ MX925 3.x April 30, 2020 April 30, 2023* April 30, 2023*
PCIPTSVersionVariesby PCIID 4. April 15, 2022* April 30, 2026* April 30, 2026*
See How to Identify a Verifone Mx
PTS/PCl V3 or V4 Device
e355 4.x April 15, 2022* April 30, 2026* April 30, 2026*
M400 5X Tobe announced Tobe announced Tobe announced
P400 5X Tobe announced  Tobeannounced To be announced
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Equinox Payment Terminal End of Support Dates

Equinox will continue to supportblocker issues (Security vulnerabilities or software errors) until the devices reach
Equinox End of Hardware Supportdate. **

PCI PTS Version End of Sale Equinox NPG
End of Hardware End of Support
Support
L5200 3.x March 31, 2019 March 31, 2022* March 31, 2022*
L5300 2.X April 30, 2017 April 30, 2020* April 30, 2020*

See Howto Identifyan
PCIPTSVersionVaries  Equinox L5300 PTS/PCI
by Part Number V2 Device

3.x March 1, 2019 July 31, 2022* July 31, 2022*
See Howto Identifyan
Equinox L5300 PTS/PCI

V3 Device
LUXE 8500 5X Tobe announced Tobeannounced To be announced
LUXE 6200 5X Tobe announced Tobeannounced To be announced
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Ingenico Payment Terminal End of Support Dates

Forthe PCl 4.x devices listed below Ingenico will continue with software fixes until 12/31/2021**

PCI PTS Version End of Sale

Ingenico NPG
End of Support

Device
End of Hardware
Support

ics250 3.X April 30, 2020 June 30, 2020 June 30, 2020*
PCIPTSVersionVaries PartNumbers
by Part Numbers + 1ISC250-01P2193

+ |SC250-01P2531

+ ISC250-01P2395

+ ISC250-01P2835

-+ |ISC250-01P2183

+ |SC250-01P1227

+ ISC250-01P1857

4.x December31,2019  March 31, 2023* October 1,2022*

Part Numbers

+ |SC250-31P2592

+ |ISC250-31P3774
RP457c 4.x June1, 2022 December31,2023* December 31, 2023*
MOBY 5500 5.x Tobe announced Tobe announced Tobe announced
LANE 7000/8000 5.x To be announced To be announced To be announced
LINK 2500 5.X To be announced To be announced To be announced

Disclaimers

*All dates subjectto change based on Device Manufacturer change on device support. Dates could change based on

partavailability.

**Device Manufacturers may change their commitments.

NCR will attemptto fix defects or security issues found with the Device Manufacturer butif deemed unfixable or a
certification needed and cannot be done because ofthe PCl Expiration date then the End of Supportdate will be

shortened.

Frequently Asked Questions

Do | need to replace all my expired payment devices?
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No, there is no mandate fromPCISSC or the card brands to remove expired approved devices from service. For specific
information regarding usage mandates, please contactyour payment processor/acquirer.

Why does PCI SSC create new requirements?

In an effortto keep your paymentsystem devices secure from potential security attacks, itis necessary to regularly
review, update and improve the necessary security requirements currently used to evaluate POl (point of interaction)
devices (including hardware and software modules). With thatin mind, the PCl Security Standards Council has agreed to
update/revise all relevant security requirements and any associated test requirements every threeyears.

Can PCl enforce the compliance deadline?

The PCl Security Standards Councildoes notenforce their compliance standards. Enforcementis typically done by the
card paymentbrands. Communication of compliance enforcementis done throughyour acquiring bankor payment
processor.

Where can | get more information about PCl security and card payment brands?

Forgeneralinformation regarding PCl security requirements andspecific data security, please visitthe applicable card
paymentbrand:

e American Express: hitp://www.americanexpress.com/in/content/merchant/support/data-security/merchant-
information.htm!

e Discover: https.//www.discovernetwork.com/en-us/business-resources/fraud-security/pd-rules-regulations/

e |CB: http://www.jcbeurope.eu/business partners/security/icbprogram.htmi

e MasterCard: Send an email to POl Security (poi _security@mastercard.com)

e Visa, Inc.: https://usa.visa.com/dam/VCOM/download/merchants/visa-PED-Requirements-2013.pdf

Can | replace or repair PCl payment devices currently in the field after the expiration date?

Oneto onereplacementofin-kind devices for repair and replacement are permitted, if the replacement/repair is
performed by the device's original purchaser or their agent.
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How to Identify a Verifone Mx PTS/PCIV3 or V4 Device
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How to Identify an Equinox L5300 PTS/PCIV2 or V3 Devices

EOL PCIv2 PART #

PCl w2 Device

PCl v3 Device

= See “EOL PClv2 PART #*

= See “EOL PClv3 PART #*

PIM : 010380 - D1ZE HAR
24Y = 1.0A

DESCRIPTION

010360-201R

PKG,L5300-2 EMV4 CLESS COMM-BLNK CBL-PUSB10

010360-202R

PKG,L5300-2 EMV4 CLESS COMM-BLNK CBL-PUSB15

010360-601E

PKG,L5000-CONTACTLESS BLACK

010360-611E

PKG,L5300-PCI2 PROD EMV4BLUE COMM-BLANK

010360-612E

PKG,L5300-PCI2 PROD EMV4 CLESS BLUE COMM-BLANK

010360-615E

PKG,L5300-PCI2 PROD EMV4 GRAY COMM-BLANK

010360-621E

PKG,L5300-PCI2 DEV EMV4 CLESS BLUE COMM-TG-ETH POE

010360-623E

PKG,L5300-PCI2PROD EMV4BLUE COMM-ETH-SW

010360-653E

PKG,L5300-2 EMV4 CLESS COM-BLNK CBL-PUSB10

010360-654E

PKG,L5300-2 EMV4 CLESS COMM-BLNK CBL-RJ45

010360-655E

PKG,L5300-2 EMV4 CLESS COMM-BLNK CBL-PUSB

010360-656E

PKG,L5300-2 EMV4 CLESS COMM-BLNK CBL-PUSB

EOL PCIV3 PART # | DESCRIPTION

010360-020R

PKG,L5300 DEV-PKI

010360-103E

PKG,L5300-COMMS 3SD-I0TG

010368-011E

PKG,L5300-PCI3 PROD EMVABLUE COMM-BLANK

010368-012E

PKG,L5300-PCI3PROD EMV4 CLESS BLUE COMM-BLANK

010368-013E

PKG,L5300-PCI3PROD EMV4ABLUE COMM-TG

010368-014E

PKG,L5300-PCI3PROD EMV4 CLESS BLUE COMM-TG

010368-017E

PKG,L5300-PCI3PROD EMV4BLUE COMM-POE

010368-018E

PKG,L5300-PCI3PROD EMV4 CLESS BLUE COMM-POE

010368-021E

PKG,L5300-PCI3 DEV EMV4 CLESS BLUE COMM-TG-ETHPOE

010368-022E

PKG,L5300-PCI3PROD EMV4A CLESS BLUE COMM-ETH-SW
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010368-023E

PKG,L5300-PCI3PROD EMV4BLUE COMM-ETH-SW

010368-031E

EOL PCIv3 PART #

010368-411E

PKG,L5300-PCI3DEMO EMV4A CLESS BLU COMM-TG-ETHPOE

| DESCRIPTION

PKG,L5300-PCI3PROD EMV4 BLACK COMM-BLANK

010368-412E

PKG,L5300-PCI3PROD EMVA CLESS BLACKCOMM-BLANK

010368-413E

PKG,L5300-PCI3PROD EMVABLACK COMM-TG

010368-414E

PKG,L5300-PCI3PROD EMV4 CLESS BLACKCOMM-TG

010368-417E

PKG,L5300-PCI3PROD EMV4 BLACK COMM-POE

010368-418E

PKG,L5300-PCI3PROD EMV4 CLESS BLACKCOMM-POE

010368-421E

PKG,L5300-PCI3DEV EMV4 CLESS BLK COMM-TG-ETHPOE

010368-422E

PKG,L5300-PCI3PROD EMV4 CLESS BLACKCOMM-ETH-SW

010368-431E

PKG,L5300-PCI3DEMO EMV4 CLESS BLK COMM-TG-ETH POE

010368-601E

PKG,L5300-PCI3PROD EMVABLUE COMM-BLANK

010368-602E

PKG,L5300-PCI3PROD EMV4 CLESS BLUE COMM-BLANK

010368-603E

PKG,L5300-PCI3PROD EMV4BLUE COMM-ETH-SW

010368-604E

PKG,L5300-PCI3 PROD EMVA CLESS BLUE COMM-ETH-SW

010368-611E

PKG,L5300-PCI3PROD EMV4 BLACK COMM-BLANK

010368-612E

PKG,L5300-PCI3PROD EMV4 CLESS BLACKCOMM-BLANK

010368-613E

PKG,L5300-PCI3PROD EMV4BLACK COMM-TG

010368-614E

PKG,L5300-PCI3PROD EMVA4 CLESS BLACKCOMM-TG

010368-617E

PKG,L5300-PCI3PROD EMV4 BLACK COMM-POE

010368-618E

PKG,L5300-PCI3PROD EMVA CLESS BLACKCOMM-POE

010368-621E

PKG,L5300-PCI3 DEV EMV4 CLESS BLK COMM-TG-ETHPOE

010368-622E

PKG,L5300-PCI3PROD EMV4 CLESS BLACKCOMM-ETH-SW

010368-623E

PKG,L5300-PCI3PROD EMV4 BLACK COMM-ETH-SW

010368-921E

PKG,L5300-3DEV EMVA CLESS BLKCOMM-TG-ETHPOE ENG

010380-011E

PKG,L5300s-PCI3PROD EMV4 BLK COM-BLANK

010380-012E

PKG,L5300s-PCI3PROD EMV4 CL-SRED BLK COM-BLANK

010380-019E

PKG,L5300s-PCI3PROD EMV4 CL BLKCOMM-TG-ETHPOE

010380-021E

PKG,L5300s-PCI3 DEV EMVABLK CL-SRED COM-TG-ETHPO

010380-022E

PKG,L5300s-PCI3 PROD EMV4BLK CL-SRED COM-ETH-SW

010380-023E

PKG,L5300s-PCI3 PROD EMV4BLK COMM-ETH-SW

010380-201E

PKG,L5300s-3 EMV4 CL-SRED COM-ETH-SW CBL-PUSB HEB

010380-203E

PKG,L5300s-3 EMV4 COM-ETH-SW CBL-PUSB HEB

010380-205E

PKG,L5300s-3PROD EMV4 CL-SRED COM-ETH-SWETS
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